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SPILL RESPONSE COUNTERMEASURES WORKGROUP

Towson, Maryland
Wednesday, January 28, 2009
0830 - 1130
CHAIRPERSON:  Kevin Boyd, U.S. Environmental Protection Agency (EPA)

AGENDA
· Introduction and welcome

· Presentation – Port Security Briefing for 2009 RRT III Meeting - Lt. Anthony Quirino, Chief Port Safety and Security, US Coast Guard (USCG) Sector Baltimore
· Office for Bombing Prevention Introduction and Overview - Ray Hanna, Protective Security Advisor (PSA), Department of Homeland Security (DHS)

· Presentation – Weapons of Mass Destruction (WMD) and Dangerous Cargo
· National Contingency Plan Product Schedule Selection Guide update

MEETING NOTES

Kevin Boyd welcomed the participants.   

Mr. Boyd briefly summarized the status of the Spill Response Countermeasures Workgroup projects and ongoing efforts.  

PRESENTATION – Port Security Briefing for 2009 RRT III Meeting – Lt. Anthony Quirino, Chief Port Safety and Security, USCG Sector Baltimore.

Lt. Quirino provided the membership with an overview of Sector Baltimore Port Security efforts and initiatives with their Area of Responsibility.  This presentation is available in its entirety on the Region III regional response team (RRT) website at: http://www.uscg.mil/d5/msafety/rrt/index.htm.  Lt. Quirino can be contacted at Anthony.J.Quirino@uscg.mil or 410.576.2513.
Lt. Quirino provided the membership with a summary of the hazards within Sector Baltimore.  The USCG regulates 56 marine terminals in the Northern Chesapeake Bay area which total 21 million barrels in storage capacity.  Most of the products stored are oils (fuel oil, gasoline, diesel, etc.), but liquefied natural gas (LNG) and hazardous materials are also stored within the USCG’s area of responsibility.  Many more non-USCG regulated facilities are also within the area, but Coast Guard does not monitor their products/quantities.  The products are being transferred via ships, barges, container ships, trucks and trains.  The USCG has a Memorandum of Agreement (MOA) with the Calvert County, Maryland Sheriff’s Office to provide security patrols while vessels are at the Cove Point LNG terminal.  
Lt. Quirino summarized the Sector’s security requirements under Maritime Transportation Security Act (MTSA) relative to the facilities, resources, and commerce within their area of responsibility.  The MTSA requires facilities and vessels to have a Security Plan to mitigate risks.  The MTSA required Security Plans to be implemented by July 1, 2004 and are good for 5 years.  Therefore, many of the current vessel and facility Security Plans will be required to be revisited this year (2009).  Sector Baltimore started enforcing Transportation Workers Identification Credential (TWIC) cards on December 31, 2008 per MTSA.  TWIC cards are federally-issued identification cards that provide unescorted access to a facility.  Background checks are required prior to being issued a TWIC card.  To enforce the MTSA, the USCG reviews facility and vessel Security Plans, conducts facility inspections annually, conducts unannounced spot checks, requires participation in exercises and drills, and patrols critical infrastructure, among other measures.  Lt. Quirino provided a summary of the International Ship and Port Facility Security Code (ISPS), which is the international counterpart to MTSA.  

Sector Baltimore is a division of the USCG District 5.  Sector Baltimore shares Joint Operations with several state and local agencies (Maryland Tactical Operations Group [MTGO], Maryland Department of the Environment (MDE), City of Baltimore, Customs and Border Control, etc.).  Sector Baltimore also provides intelligence via a Command Intelligence Officer Billet to the USCG Investigation Services, Maritime Intelligence Fusion Center (MIFC), and serves as a liaison to Joint Force HQ in the National Capital Region, and other Department of Defense agencies.    

Recently, Sector Baltimore was involved in a joint effort with DHS, MD Transportation Authority, MDE and other agencies to conduct Site Assessment Visits (SAVs) to assess the risk or potential risk of a terrorist attack on specific critical infrastructure/key resources (CI/KR) in the Baltimore area.  The Bay Bridge (Route 50), Key Bridge (Route 896), and the Fort McHenry/Harbor Tunnel were included in the SAVs.  The team utilized computer-based assessment tools (CBAT), such as a 360-degreee camera to video tape the bridges.  Interviews with local fire departments and police departments were conducted to create a report on what vulnerabilities were identified and how they can be improved.  
PRESENTATION – Office for Bombing Prevention Introduction and Overview - Ray Hanna, Protective Security Advisor (PSA), Department of Homeland Security (DHS) for Kenneth Jaeger, Office of Bombing Prevention Security Specialist, DHS

Mr. Hanna provided the membership with Mr. Jaeger’s presentation on the Office for Bombing Prevention (OBP), as Mr. Jaeger was unable to attend the RRT meeting.  The OBP is dedicated to deterring, preventing, detecting, protecting against, and responding to attacks that use improvised explosive devices (IEDs) against CI/KR and soft targets.  The use of IEDs represents the most likely domestic threat to the United States, our citizens, and our way of life; therefore the OBP is actively engaged in three primary focus areas:

1) Coordinating national and intergovernmental bombing prevention efforts; 

2) Conducting counter-IED requirements, capabilities, and gap analyses; and

3) Promoting information sharing and public awareness on IEDs.

OBP has taken a leading role in developing national strategic policy goals that aim to safeguard our nation from all types of IED attacks.   On February 12, 2007, President Bush signed Homeland Security Presidential Directive (HSPD)-19, which addresses the threat of terrorist use of explosives and IEDs in the US.

The National Capabilities Analysis Database (NCAD) gathers comprehensive data on State and local first responders to assess their operational IED security capabilities (i.e., bomb squads, explosive detection canine units, SWAT teams, and public safety dive teams).  

Multi-Jurisdiction Improvised Explosive Devices Security Plans (MJIEDSPs) assist high-risk, multi-jurisdiction urban environments ensure efficient, effective responses to bombing threats or incidents.  MJIEDSPs are developed through a consistent, repeatable, ten-step planning process which includes identifying planning areas, areas of concern, assessing current capabilities and assets, identifying steady-state and threat-initiated actions, and establishing a plan maintenance process.  
The Mr. Hanna provided the membership with a copy of the Technical Resource for Incident Prevention (TRIPWire) training resources (videos, training materials, etc.) available online from: http://www.dhs.gov/xprevprot/programs/gc_1184339971040.shtm.  TRIPWire is an online network for State and local law enforcement officials tasked with bombing prevention to discover and share the technologies, tactics, and procedures (TTPs) of terrorist IED use.  TRIPWire is available through Homeland Security Information Network (HSIN) or contact Ray Hanna for access to the publications and resources on the website Kenneth Jaeger directly (kenneth.jaeger1@dhs.gov or 703-235-5756).  This includes a focus on law enforcement, secure identification, infrastructure protection, chemical security, protection against fraud, aviation security, cybersecurity, and border security.  
PRESENTATION – WMD and Dangerous Cargo – Detective Dale Green, Hazardous Devices Team, Baltimore County Police Department; and Major Jeff Caslin, Director, Homeland Security Division, Baltimore County Police Department 

Detective Green provided the membership with a background on the Baltimore County Police Department’s (BCPD) Hazardous Devices Team (HDT) and how the team has handled WMD and dangerous cargo.  The Mission of the HDT is to handle bombs and other hazardous devices. The HDT has an array of training, equipment, and techniques in order to respond to bomb threats.  The team works with the Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF) and the Federal Bureau of Investigations (FBI).  The HDT has four full-time employees specially trained in explosives.  The team can assist in all jurisdictions throughout Maryland, and also provide maritime capabilities.  The HDT often works with and trains other localities, states and foreign nations.  The Baltimore County Police Department also has explosion detection dogs and handlers.  US Customs often calls on the HDT to conduct sweeps of vessels that have been flagged prior to entering the Baltimore ports.  

Detective Green reiterated that the maritime domain is at a very high risk, yet it is very unsecure in regard to threat scenarios.  The ports of the US are critical to the nation’s economy, yet receive little funding for security.  The Port of Baltimore is a top terrorist target and also a popular route for smuggling.  Drug smugglers often use parasitic attachments on incoming vessels to carry drugs, firearms, and, potentially, chemical/biological/radiological/nuclear (CBRN) weapons.  
The HDT responds to approximately 300 calls each year.  The Baltimore area is riddled with military ordnance from colonial times, the cold war, and even the current military era.  Prior to September 11, 2001, there was poor accountability for the military installations in and around Baltimore area, so some weapons are unaccounted for.

Detective Green discussed a few case studies that the BDPD HDT responded to in the Baltimore area, including a 1994 murder-suicide by vehicle bomb.    

The BCPD is working with DHS in using the Constellation/Automated Critical Asset Management System (C/ACAMS) program.  The C/ACAMS is a Web-enabled information services portal that helps state and local governments build CI/KR protection programs in local jurisdictions.  Examples of Baltimore’s CI/KR include hospitals, chemical facilities, tunnels, bridges, etc.  The program includes taking an inventory of the facilities within a jurisdiction, and then doing an assessment of each.  A response portion of the program includes a contact list, building plans (blueprints, etc.).  BCPD has conducted many tabletop exercises based on the C/ACAMS program.  Local colleges have been invited to participate in live exercises.  One exercise scenario put tactical officers on a college campus to act as terrorists to test response capabilities.

This meeting was adjourned at 1130. 

